UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF WISCONSIN 
AT LAW AND IN ADMIRALTY 


UNITED STATES OF AMERICA, 
Plaintiff, 


v. 


Case No. 


APPROXIMATELY $515,330.76 IN UNITED 
STATES CURRENCY FROM BANK OF 
AMERICA ACCOUNT ENDING IN 7657, 

Defendant. 


VERIFIED COMPLAINT FOR CIVIL FORFEITURE IN REM 


The United States of America, by its attorneys, Matthew D. Krueger, United States 
Attorney for the Eastern District of Wisconsin, and Scott J. Campbell, Assistant United States 
Attorney for this district, alleges the following in accordance with Supplemental Rule G(2) of the 
Federal Rules of Civil Procedure: 

Nature of the Action 

1. This is a civil action to forfeit property to the United States of America, under 
Title 18, United States Code, Sections 981(a)(1)(C) and 984, for violations of Title 18, United 
States Code, Section 1343. 

The Defendant In Rem 

2. The defendant approximately $515,330.76 in United States currency was seized 
on or about February 1, 2019, when the United States Secret Service received a check in that 
amount from Ba nk of America, following the Secret Service’s execution of seizure warrant 
#19-806M, on the bank account held in Oceanside, California. 
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3. United States Magistrate Judge Nancy Joseph of the Eastern District of Wisconsin 
had issued that warrant on or about February 5, 2019. The warrant authorized the seizure of up 
to $932,611.56 in funds on deposit in Rank of America account ending in 7657 and held in the 
name of Holie Houghtaling. 

4. The defendant property was seized in San Antonio, Texas, and is presently in the 
custody of the United States Secret Service, Treasury Forfeiture Fund, held in Washington, D.C. 

Jurisdiction and Venue 

5. This Court has subject matter jurisdiction over an action commenced by the 
United States under 28 U.S.C. § 1345, and over an action for forfeiture under 28 U.S.C. 

§ 1355(a). 

6. This Court has in rem jurisdiction over the defendant property under 28 U.S.C. 

§ 1355(b). 

7. Venue is proper in this district under 28 U.S.C. § 1355(b)(1) because the acts or 
omissions giving rise to the forfeiture occurred, in part, in this district. 

Basis for Forfeiture 

8. The defendant property is subject to forfeiture under Title 18, United States Code, 
Sections 981(a)(1)(C) and 984, because it consists of, or is traceable to, proceeds of “specified 
unlawful activity” - as defined in Title 18, United States Code, Section 1956(c)(7), with 
reference to Title 18, United States Code, Section 1961(1) - namely, wire fraud, committed in 
violation of Title 18, United States Code, Section 1343. 

Facts 

Background 

9. According to a March 2013 publication of the U.S. Federal Trade Commission, 
consumers lose hundreds of millions of dollars annually to cross-border financial crimes. Some 
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of the most common cross-border financial schemes originate in West African nations such as 
Nigeria. Law enforcement agencies therefore sometimes refer to such schemes as “West African 
fraud schemes.” 

10. One common West African fraud scheme is the business email compromise fraud 
scam, where a fraudster gains unauthorized access to, or spoofs, the email address of a victim 
and instructs the victim’s financial institution to wire money to a bank account controlled by the 
fraudster or his associates. 

11. Foreign perpetrators of such scams sometimes recruit witting or unwitting persons 
within the United States to open ha nk accounts that the foreign perpetrators use to receive 
proceeds of the scam. The foreign perpetrators often target persons within the United States who 
are seeking companionship or are otherwise mentally or emotionally vulnerable, to open such 
accounts at financial institutions within the United States. Sometimes those accounts are opened 
by a victim of a romance scam. 

Opening of Bank of America account ending in 7657 

12. Bank of America account ending in 7657 (“BOA 7657”) was opened on or about 
July 21, 2003, in New York, New York. 

13. The sole account holder of BOA 7657 is Holie Houghtaling, 38XX Vista 
Campana S, Unit XX, Oceanside, California 92057. 

January 24, 2019, through January 28, 2019, ACH wire transfers totaling $932,611.56 in 
fraud proceeds into BOA 7657 

14. On January 24, 2019, victim corporation W.E.G., 1 headquartered in the Eastern 
District of Wisconsin, was informed through its third-party payment processing company, T., 


1 All victims and innocent parties are identified herein by initials only. 
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that there were new instructions to send ACH payments to O.B.G., 2 an environmental science 
and engineering consulting firm located in Syracuse, New York, for services that O.B.G. 
provided to W.E.G. and its subsidiaries. 

15. Also on January 24, 2019, O.B.G. sent a request to W.E.G. to accelerate payment 
of all pending invoices from O.B.G. with the offer of a discounted amount if all invoices were 
paid early. 

16. In response to this incentive, on January 24, 2019, W.E.G.’s third-party payment 
service, T., drafted and processed through US Bank all pending ACH payments from W.E.G., 
and its subsidiaries, to O.B.G. 

17. On January 24, 2019, T. completed, on behalf of various W.E.G. subsidiaries, a 
total of six ACH payments to O.B.G., which totaled $932,611.56, as follows: 

A. $138,725.92 payment from W.B.S., 

B. $7,367.67 payment from W.E., 

C. $60,419.44 payment from W.P.S.C., 

D. $42,207.50 payment from N.S.G.C., 

E. $492,617.18 payment from M.E.R.C., and 

F. $191,273.85 payment from P.G.L.C.C. 

18. On January 28, 2019, all ACH payments from W.E.G. were posted into 
BOA 7657, held in the name of Holie Houghtaling. 

19. After all six ACH payments had been completed, W.E.G. was informed that 
(a) there had been an unauthorized intrusion into an email account at O.B.G.’s finance 
department, and (b) the compromised email account was then used by unknown actors to change 
routing and account numbers - to be used by W.E.G. for the payment of services provided by 

2 An ACH payment is an electronic, automatic transfer of payments between banks. 
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O.B.G. to W.E.G. - from the current banking information on file to the routing and account 
information of BOA 7657, the personal account held in the name of Holie Houghtaling of 
Oceanside, California. 

20. On January 29, 2019, W.E.G., with the assistance of US Bank, attempted to recall 
the six ACH payments processed from January 24, 2019, through January 28, 2019, however 
Bank of America responded to the recall request stating that BOA 7657 had insufficient funds to 
return the payments totaling $932,611.56. 

21. W.E.G. was the victim of a business email compromise fraud scam. 

22. The $932,611.56 that various W.E.G. subsidiaries wire transferred to BOA 7657 
on January 24, 2019, constituted proceeds of that fraud scam. 

23. The defendant property consists of, or is traceable to, the W.E.G. subsidiaries’ 
January 24, 2019 wire transfers totaling $932,611.56 to BOA 7657. 

Investigation into Holie Houghtaling 

24. W.E.G. has never had any business relationship with, and has no employment 
records regarding, any individual named Holie Houghtaling. 

25. Holie Houghtaling was never associated with O.B.G. or any of its subsidiaries, 
was never a contract employee of O.B.G. or any of its subsidiaries, and was never authorized to 
collect payments from clients of O.B.G. into her BOA 7657 account. 

Warrant for Arrest In Rem 

26. Upon the filing of this complaint, the plaintiff requests that the Court issue an 
arrest warrant in rem pursuant to Supplemental Rule G(3)(b), which the plaintiff will execute 
upon the defendant property pursuant to 28 U.S.C. § 1355(d) and Supplemental Rule G(3)(c). 

Claim for Relief 

27. The plaintiff repeats and incorporates by reference the paragraphs above. 
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28. Based on the foregoing and other acts, the defendant property consists of, or is 
traceable to, proceeds of specified unlawful activity, namely, wire fraud, committed in violation 
of Title 18, United States Code, Section 1343, and is therefore subject to forfeiture to the United 
States of America under Title 18, United States Code, Sections 981(a)(1)(C) and 984, with cross- 
references to Title 18, United States Code, Sections 1956(c)(7) and 1961(1). 

WHEREFORE, the United States of America prays that a warrant of arrest for the 
defendant property, approximately $515,330.76 in United States currency from Bank of America 
account ending in 7657, be issued; that due notice be given to all interested parties to appear and 
show cause why the forfeiture should not be decreed; that judgment declare the defendant 
property to be condemned and forfeited to the United States of America for disposition according 
to law; and that the United States of America be granted such other and further relief as this 
Court may deem just and equitable, together with the costs and disbursements of this action. 

Dated at Milwaukee, Wisconsin, this 5 th day of June, 2019. 

Respectfully submitted, 

MATTHEW D. KRUEGER 

United States Attorney 


By: 

s/SCOTT J. CAMPBELL _ 

SCOTT J. CAMPBELL 

Assistant United States Attorney 

Scott J. Campbell Bar Number: 1017721 

Attorney for Plaintiff 

Office of the United States Attorney 

Eastern District of Wisconsin 

517 East Wisconsin Avenue, Room 530 

Milwaukee, Wisconsin 53202 

Telephone: (414) 297-1700 

Fax: (414) 297-1738 

E-Mail: scott.campbell@usdoj.gov 
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Verification 


I, Zachary Hoalcraft, hereby verify and declare under penalty of perjury that I am a 
Special Agent with the United States Secret Service in Milwaukee, Wisconsin, that I have read 
the foregoing Verified Complaint for Civil Forfeiture in rem and know the contents thereof, and 
that the factual matters contained in paragraphs 9 through 25 of the Verified Complaint are true 
to my own knowledge. 

The sources of my knowledge are the official files and records of the United States, 
information supplied to me by other law enforcement officers, as well as my investigation of this 
case, together with others, as a Special Agent of the United States Secret Service. 

I hereby verify and declare under penalty of perjury that the foregoing is true and correct. 


Date: 06/05/2019 _ s/ZACHARY HOALCRAFT 

Zachary Hoalcraft 
Special Agent 

United States Secret Service 
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UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF WISCONSIN 
AT LAW AND IN ADMIRALTY 


UNITED STATES OF AMERICA, 


Plaintiff, 


V. 

Case No. 

APPROXIMATELY $515,330.76 IN UNITED 
STATES CURRENCY FROM BANK OF 
AMERICA ACCOUNT ENDING IN 7657, 


Defendant. 


WARRANT FOR ARREST IN REM 


To: THE UNITED STATES SECRET SERVICE 

Eastern District of Wisconsin 

WHEREAS, a Verified Complaint for Civil Forfeiture in rem was filed on the 5 th day of 
June, 2019, by the United States Attorney for the Eastern District of Wisconsin, which seeks the 
forfeiture of the above-named defendant property pursuant to Title 18, United States Code, 
Sections 981(a)(1)(C) and 984, and which prays that process issue to enforce the forfeiture and to 
give notice to all interested parties to appear before the court and show cause why the forfeiture 
should not be decreed; and due proceedings being had, that the defendant property be 
condemned and forfeited to the use of the United States of America. 

YOU ARE THEREFORE HEREBY COMMANDED to attach and arrest the defendant 
property, approximately $515,330.76 in United States currency from Bank of America account 
ending in 7657, which is presently in the custody of the United States Secret Service, and to 
detain the same until further order of this Court. 
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Dated this_day of_, 2019, at Milwaukee, Wisconsin. 

STEPHEN C. DRIES 
Clerk of Court 


By: 


Deputy Clerk 


Return 

This warrant was received and executed with the arrest of the above-named defendant. 


Date warrant received: 


Date warrant executed: 


Name and title of arresting officer: 


Signature of arresting officer: 


Date: 


2 


Case 2:19-cv-00839 Filed 06/05/19 Page 2 of 2 Document 1-2 











